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fglgildll|�lm~gt�_q_i�l_�srliu~��tdwr~_ll|�[1] pnogvglgjm�nmqod̀r�r�ndodbj|c~�
n~ctmc~~�ld�jgwd�cm�nomdiqr~_ll|�srliu~h�rx~jzldll|"�_jd�h�cmndodmpkgpjdll|�prq~"�
tdwr~_ll|��yd�m̀rkm~gjm�_iqr_jzl~pqz�omfom̀ig�lm~gt�imludnu~h�tdwr~_ll|��Tclgk�~f�
l_no|ki~~�rcmpiml_jdll|�tdwr~_ll|�}�imludnu~|�idom~_lmbm�tdwr~_ll|�%
&"�|i_�ndodc̀_v_}�
fk~lr�n_o_kdqo~~�ndodq~modlz�r�srliu~|t�rx~jzldll|�~~c�~qdo_u~��cm�~qdo_u~���Tpi~jzig�~~cmk~��
kdqmcg�iognqm_l_j~fr�|i�m̀A}iq�cmpj~cedll|�~gimogpqm~r{qz�srliu~��rx~jzldll|"�
n_o_kdqog�|igt�ld�fk~l{}qzp|�~~c�~qdo_u~��cm�~qdo_u~�"�qm�~~c�od_j~f_u~��idom~_lmbm�tdwr~_ll|�
mv~ir}qzp|�n~c~gxdll|�pq~himpq~�
hj|�iognqmbo_s~vlgt�kdqmc~~�~�kdqmc~~�tdwr~_ll|"�fmiodk_"�_iqr_jzlgk�}�f_̀dfndvdll|�

~gpmim��w~gcimpq~�m̀om̀ig�c_lgt"�xm�cmp|b_}qzp|�wj|tmk�omfn_o_jdjdll|�m̀vgpjdlz�%�&��
mmludnu~|�idom~_lmbm�tdwr~_ll|�cmf~mj|}�omfn_o_jdjgqg�nomudp�tdwr~_ll|"�_"�mqed"�
fkdlwgqg�hmbm�qog~_j~pqz�%�&��t_kd�qmkr�cmpj~cedll|�r�l_no|kir�od_j~f_u~��imludnu~��
idom~_lmbm�tdwr~_ll|�}�_iqr_jzlgkg�
odq_�uzmbm�cmpj~cedll|�}�n~c~gxdll|�w~gcimpq~�tdwr~_ll|�f_�o_trlmi�od_j~f_u~��

imludnu~��idom~_lmbm�tdwr~_ll|�
hj|�cmp|bldll|�kdqg�ldm̀t~clm�~go~wgqg�q_i~�f_~c_ll|/
[_l_j~f�~~cmkgt�kdqmc~~�idom~_lmbm�tdwr~_ll|0
[omfom̀i_�imlpqoriu~h�idom~_lmbm�tdwr~_ll|0
[m̀�orlqr~_ll|�~g̀mor�iognqmbo_s~vlgt�nogk~qg~~~�q_�pglqdf�srliu~h�rx~jzldll|0
[omfom̀i_�kdqmc~~�tdwr~_ll|�q_��tl|�nombo_kl_�od_j~f_u~|�

�</:K6�1K3=;7D�;4A=3K1�94?=1/<=2=�D4GB1/<<J

v�srliu~|t�tdwr~_ll|�6;2D1.)�>83�q_�6;2D1.)�>83-
"�|i~�f_nomnmlm~_l~�cj|�rv_pq~�r�
imlirop~�l_�lm~gh�pq_lc_oq�tdwr~_ll|�>83-3 [5, 6&"�od_j~fm~_lm�mcgl�~f�n~ctmc~~�cm�
nm̀rcm~g�idom~_lmbm�tdwr~_ll|"�xm�̀_fr}qzp|�l_�~gimogpq_ll~�idom~_lgt�fpr~~~��hj|�
pq~modll|�klmeglg�srliu~h�rx~jzldll|�r�om̀mq~�%&�nomnmlr}qzp|�~gimogpqm~r~_qg�jmb~vl~�
srliu~��_l_jmb~vl~�cm�srliu~h"�xm�~gimogpqm~r{qzp|�r�pq_lc_oq~�tdwr~_ll|�>83-
�%�&��̂i�
idom~_lgh�n_o_kdqo�ndodq~modll|�~gimogpqm~r}qzp|�i~jzi~pqz�̀~q~~"�l_�|ir~~c̀r~_}qzp|�fpr~��
rog�uzmkr�udh�n_o_kdqo�nomnmlr~_jmpz�~gfl_v_qg�f_jdelm�~~c�i~jzimt�kmcgs~im~_lgt�
~t~clgt�̀jmi~~�c_lgt��t_kd�ud�pq_jm�nogvglm{�ldcmpq_qlzm��pq~himpq~�6;2D1.)�>83�q_�
Dynamic SHA-
��d~qmog�om̀mqg�%6&�f_nomnmlr~_jg�_q_ir�l_�u~�tdw-srliu~�"�|i_�~gimogpqm~r}�
fc_ql~pqz�iognqm_l_j~qgi_�~njg~_qg�l_�idor~_ll|"�l_~A|fr{vg�nd~l~�̀jmig�c_lgt�
f~cmkgh�n~ct~c�cm�nm̀rcm~g�idom~_lgt�srliu~h�tdwr~_ll|�l_�mplm~~�n~cpq_lm~mvlm-

ndodpq_lm~mvlgt�kdode��rro "�f_nomnmlm~_lgh�r�om̀mq~�%8&�q_�omf~gldlgh�r�om̀mq_t�[9, 10]. 
Mmiodk_"�r�om̀mq~�[8] nog~mc|qzp|�ij_pg�iognqmbo_s~vlgt�nogk~qg~~~"�nogij_cg�wgso~~�q_�
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tdw-srliu~h��rogij_c�nogk~qg~~~�ij_pr� 1/2F �c~_�~t~clgt���~gt~clgt�̀~qg�c_lgt"�mcgl�

idor{vgh �~�_jbd̀o_�vl~h�lmok_jzl~h�smok~�l_~dcdlm�r�q_̀jgu~�	�%8].
u_̀jgu|1

%?79:/3�94?=1/<7D�9?7>A=2?/CKF<7D�>?7;KA71K1�9:/@B� 1/2F

� rogk~qg~ � rogk~qg~ � rogk~qg~
1

121 xvxvx �� 9 vxvx �� 21
17 1121 ���� vxvxvx

2
12 xvx � 10 vxxvx ��� 121

18 112 ��� vxvx
3

221 xvxvx �� 11 vxvxvx ��� 221
19 1121 ��� xxvx

4
212 xxvx �� 12 vxxvx ��� 122

20 121 ��xvx
5

21 xvx � 13 1122 ���� vxxvx 21 1212 ��� xxvx
6

121 xxvx �� 14 1221 ���� vxvxvx 22 1221 ��� xvxvx
7 vxvx �� 12

15 1121 ���� vxxvx 23 112 ��xvx
8 vxvxvx ��� 121

16 121 ��� vxvx 24 1121 ��� xvxvx

rmn_olm�imk̀~lr{vg�q_i~�nogk~qg~g�_~qmog"�om̀mqg�%�&�~gfl_v_{qz�l_hio_x~�imk̀~l_u~�"�
~gimogpqm~r{vg�iogqdo~��f̀_j_lpm~_lmpq~�~gt~clgt�fl_vdlz�q_�ldj~l~hlmpq~�ndodq~modlz"�
mqogkr{vg�rro�ij_pr� 1/2F ��dl_jmb~vlm�r�om̀mq~�[8]mqogkr{qz�rro�ij_p~~� 2/2F q_� 1/3F . v�

om̀mq~[9] l_~dcdl~�idom~_l~�srliu~�"�xm�k_{qz�c~_"�qog�q_�vmqgog�idor{vgt�̀~qg�cj|�c~mt�
~t~clgt���~gt~clgt�̀~q~~�c_lgt"�_�r�om̀mq~�[10] [m̀doldl~�ndodq~modll|�cj|�q_igt�nogk~qg~~~�
pdcmj~imk�n~ctmcr�rro�}�qd"�xm�~mlg�ndowmvdobm~m�̀rjg�mo~}lqm~_l~�l_�omfom̀ir�

wgso~~"�_�qmkr�iognqmbo_s~vl~�nogk~qg~g�ld�~o_tm~r{qz�mpm̀jg~mpq~�tdwr~_ll|��
p_nogij_c"�cj|�tdwr~_ll|�ld�m̀m~A|fim~_�l_|~l~pqz�iognqmbo_s~vlmbm�nogk~qg~_"�xm�
fc~hpl{}�m̀doldld�ndodq~modll|"�l_�~~ck~lr�~~c�wgsor~_ll|"�cd�u|�~gkmb_�}�m̀m~A|fim~m{��
mo~k�qmbm"�srliu~�"�f_nomnmlm~_l~�~�om̀mq_t�%��[	�&"�ndowmvdobm~m�mo~}lqm~_l~�l_�_n_o_qlr�
od_j~f_u~{"�cd�ndodpq_lm~i_�c~mt�prp~cl~t�̀ ~q~~�̀ jmi_�c_lgt�~gimlr}qzp|�wj|tmk�
omfb_jredll|�nom~~clgi~~��fmclmv_p�nombo_kl_�od_j~f_u~|�ugt�nogk~qg~~~�rpij_cl{}qzp|�
qgk"�xm�rl~~dop_jzl~�k~iomnomudpmog�ld�nogpqmpm~_l~�cm�q_imbm�omcr�ndodq~modlz��t_kd�
qmkr��t�ldm̀t~clm�od_j~fm~r~_qg"�~gimogpqm~r{vg�odfdo~ld�imn~{~_ll|�fk~llm�"����fpr~"�
l_ij_c_ll|�k_pig"�xmfkdlwr}�w~gci~pqz�m̀vgpjdll|�jmb~vlgt�srliu~h�
Tqed"�~~cmk~�srliu~��rx~jzldll|�cj|�kdqmc~~�idom~_lmbm�tdwr~_ll|�k_{qz�ldcmj~ig"�

nm~A|f_l~�f�ldcmpq_ql~kg�pq~hi~pq{�_̀m�w~gci~pq{�nombo_klm��od_j~f_u~���t_kd�qmkr�
ldm̀t~clm�omfom̀gqg�lm~~�srliu~��rx~jzldll|"�cj|�vmbm�pnmv_qir�ldm̀t~clm�omfom̀gqg�
kmcdj~�~qdo_u~h�tdwr~_ll|"�|i~�~o_tm~r~_qgkrqz�omfn_o_jdjdll|�m̀vgpjdlz�

&=6?=09/�9=<@A?B9EK8�94?=1/<=2=�D4GB1/<<J

Tpi~jzig�nomudp�tdwr~_ll|�nm~gldl�f_̀dfndvr~_qg�tdwr~_ll|�c_lgt�cm~~jzlm��cm~eglg"�
~~l�nm~gldl�̀rqg�~qdo_qg~lgk�[8]��bqdo_qg~l~pqz�m̀rkm~j{}�m̀om̀ir�c_lgt�̀jmi_kg�q_��t�
fvdnjdll|�f�nomk~elgk�tdw-fl_vdll|k"�mqogk_lgk�l_�nmndodcl~h�~qdo_u~���hj|�
omfn_o_jdjdll|�nomnmlr}qzp|�~gimogpqm~r~_qg�cdi~jzi_�i_l_j~~�tdwr~_ll|��m̀vgpj{~_v~~"�
xm�od_j~fr{qz�srliu~{�rx~jzldll| ��hj|�f_̀dfndvdll|�pq~himbm�f_~A|fr~_ll|�i_l_j~~�mcgl�f�
mclgk�ldm̀t~clm"�xm̀�m̀vgpjdll|�r�imelmkr�f�i_l_j~~�l_�imel~h�~qdo_u~��~o_tm~r~_jg�
nomk~el~�tdw-fl_vdll|"�mqogk_l~�r�~lwgt�i_l_j_t�[4]��Tcl_i�idom~_ld�tdwr~_ll|�cmf~mj|}�
f_~A|fr~_qg�i_l_jg�mcgl�f�mclgk�|i�wj|tmk�~gimogpq_ll|�i_l_jzlgt�nomk~elgt�
tdw-fl_vdlz�|i�_obrkdlq~~"�q_i�~�f_�cmnmkmbm{�~diqmo_�idor~_ll|/
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, (1)

cd���j
ih [nomk~eld�tdw-fl_vdll|"�mqogk_ld�r�j-kr�i_l_j~�� qj ,1�  �l_�i-~h�~qdo_u~��� li ,1� ); 

im [i-gh�̀jmi�c_lgt0� �����j
iv

f [srliu~|�rx~jzldll|"�xm�f_̀ dfndvr}�pq_jr�cm~eglr�~gt~clmbm�

fl_vdll|0� ��j
iv [ ~diqmo�idor~_ll|"�|igh�~gfl_v_}�n_o_kdqog�ndodq~modll|�srliu~��

rx~jzldll|� �����j
iv

f "�r�j-kr�i_l_j~�l_�i-~h�~qdo_u~��� li ,1� ) ;  ���g [srliu~|�smokr~_ll|�~diqmo_�

idor~_ll|�
vf_b_jzlgkm�imlpqoriu~{��	 �cj|�k nomk~elgt�tdw-fl_vdlz"�xm�~gimogpqm~r{qzp|�|i�

_obrkdlq�srliu~�� �����j
iv

f "�q_�� nomk~elgt�tdw-fl_vdlz�[|i�_obrkdlq�srliu~�� ���g :
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cd� � ����qk .
hj|�od_j~f_u~��imlpqoriu~��̀ _b_qmi_l_jzlmbm�idom~_lmbm�tdwr~_ll|��
 �~gfl_vgkm�

iognqmbo_s~vl~�nogk~qg~g"�f_�cmnmkmbm{�|igt�pglqdfr}km�klmeglr�srliu~h�rx~jzldll|�

"<=57</�CB<9EK8�BHK:I<4<<J�3:J�94?=1/<=2=�D4GB1/<<J

hj|�qmbm"�xm̀�kdqmcg�idom~_lmbm�tdwr~_ll|�cmf~mj|jg�od_j~fr~_qg�w~gcid�~giml_ll|�
uzmbm�nomudpr"�ldm̀t~clm"�xm̀�mndo_u~�"�|i~�~gimogpqm~r{qzp|�|i�iognqmbo_s~vl~�nogk~qg~g"�
r̀jg�?forvlgkg]�cj|�rl~~dop_jzlgt�k~iomnomudpmo~~��hm�q_igt�mndo_u~h�l_jde_qz/�

cmc_~_ll|�f_�kmcrjdk�n2 �� 0�~gij{vld�_̀m��� 0�~l~doqr~_ll|��< 0�jmb~vld�klmedll|��	); 
jmb~vld�cmc_~_ll|��
 0�ugij~vlgh�fpr~�l_�u ~̀q�no_~morv��222�u 0�nompqgh�fpr~�l_�u ~̀q�
no_~morv���j~~morv��22�u/ << u ��fmclmv_p�iognqmbo_s~vl~�mndo_u~��nm~gll~�f_̀dfndvr~_qg�
mcl_im~gh�~njg~�imelmbm�̀~q_�~t~clgt�c_lgt�l_�odfrjzq_q�ndodq~modll|"�_�mndo_u~|�nompqmbm�
fpr~r��22�u/ << u �ld�cmf~mj|}�~giml_qg�u{�rkm~r��t_kd�qmkr�mndo_u~��22�u q_�11�u ld�kmerqz�
r̀qg�~gimogpq_l~�cj|�nm̀rcm~g�srliu~h�rx~jzldll|�~�idom~_lmkr�tdwr~_ll~��r_o_kdqomk�
idom~_lgt�ndodq~modlz�nomnmlr}qzp|�m̀o_qg�i~jzi~pqz�̀~q~~�u"�l_�|ir�ugij~vlm�fpr~_}qzp|�
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fk~ll_�no_~morv"�mpi~jzig�hmbm�fk~l_�}�nompqm{�~�w~gcim�~gimlr}qzp|"�nog�nombo_kl~h�
od_j~f_u~���mo~k�qmbm"�imedl�idom~_lgh�n_o_kdqo�nomnmlr}qzp|�~gimogpqm~r~_qg�|i�v_pqglr�
~diqmo_�idor~_ll|�
î�mplm~r�cj|�omfom̀ig�srliu~h�rx~jzldll|�nomnmlr}qzp|�~gimogpq_qg�jmb~vl~�srliu~�"�

|i~�f_pqmpm~_l~�r�pq_lc_oq~�SHA-
�%�&"�q_�kmcgs~ir~_qg��t�cj|�~o_tr~_ll|�p_kd�idom~_lmbm�
tdwr~_ll|��u_i�imedl�i_l_j�̀rcd�od_j~fm~r~_qg�ndodq~modll|�� 2�k ):

�� ��� � �� ��� �� �
��� � � � ��� �� �21

1
1

1
1

1

~ hj
i

j
i

mj
ii

hj
i

j
i

mj
ii

j
i

uhum

uhumh

���	����

����	����
�

�

� , (3)

cd���� �x�j
iu [i~jzi~pqz�̀~q~~"�l_�|ir�fpr~_}qzp|�fk~ll_�-r��-~h�nmfgu~��r�srliu~��rx~jzldll|�l_�

5-~h�~qdo_u~��~�j-kr�i_l_j~�tdwr~_ll|�
v�srliu~��rx~jzldll|��� �~gimogpqm~r}qzp|�qog�idom~_l~�n_o_kdqog"�~~cnm~~clm�~diqmo�

idor~_ll|�}�imli_qdl_u~}{�ugt�n_o_kdqo~~��� ��� � ��� � ��� �211 |||| hj
i

hj
i

mj
i

j
i uuuv � .

hj|�f_̀dfndvdll|�̀~jzwmbm�~njg~r�_obrkdlq~~�srliu~��rx~jzldll|�l_�~gt~cld�fl_vdll|�
nomnmlr}qzp|�kmcgs~ir~_qg�xd�mclr�srliu~{"�xm�~gimogpqm~r}qzp|�r�pq_lc_oq~�%7]:

�� ��� � �� ��� �� �
��� � � � ��� �� �

�� ��� � � � ��� �� �21
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1
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. (4)
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. (6)

rog�f̀~jzwdll~�n_o_kdqo_�k nomnmlr}qzp|�f_pqmpm~r~_qg�n~ct~c�_l_jmb~vlgh�cm�
~gimogpq_lmbm�nog�nm̀rcm~~�srliu~h�rx~jzldll|�� �q_��� �f�srliu~h��� �q_��� �~~cnm~~clm�
Zrliu~��rx~jzldll|����[� �̀rjg�~gimogpq_l~�cj|�nombo_klm��od_j~f_u~��idom~_lmbm�

tdwr~_ll|�km~m{�t�q_�pimkn~jzm~_l~�f_�cmnmkmbm{�pdodcm~gx_�nombo_kr~_ll|�#.S8D0�>78*.P�

����Tqogk_l~�nombo_kg�ndodc̀_v_jg�~gimogpq_ll|�mcl_im~gt�nomudcro�smokr~_ll|�
~diqmo_�idor~_ll|�q_�~l~u~_j~f_u~���udpqr~_ll|�nombo_k�~~c̀r~_jmp|�l_�imknA{qdo~�f�
nomudpmomk�927H0�<H27.81���f�v_pqmqm{���JJu�q_�m̀p|bmk�mndo_qg~lm��n_kA|q~�
�J̀��hj|�
mu~l{~_ll|�w~gcimpq~�tdwr~_ll|�~gimogpq_lm�pq_lc_oqlr�̀ ~̀j~mqdir�7.1H�-��Tu~lig�
qog~_jmpq~�tdwr~_ll|�c_lgt�ugkg�kdqmc_kg�idom~_lmbm�tdwr~_ll|�cj|�	��i_l_j~~"�xm�
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mndor{qz�c_lgkg�cm~eglm{�	��̀~q��~gt~cld�tdw-fl_vdll|�[
��̀~q "�l_~dcdlm�~�q_̀jgu~�
�
u_̀jgu|�2

$EK<97�A?71/:=@AK�D4GB1/<<J

Zrliu~|�
rx~jzldll|

uog~_j~pqz�tdwr~_ll|"�cycles

	��m̀ 	���m̀ 	�o` 	��o`

(3) 78 781 8219 82328
(4) 141 1516 15297 151813
(5) 94 812 8547 84718
(6) 171 1719 17406 171719

smfom̀jdl~�nombo_kg�ndodc̀_v_{qz�m̀om̀ir�c_lgt�cm~~jzlm��cm~eglg�q_�smokr~_ll|�cj|�
lgt�~gt~clmbm�tdw-fl_vdll|"�cm~egl_�|imbm�io_ql_�omfo|clmpq~�i_l_jr.

�7@<=1=9

rmqod̀_�~�cmp|bldll~� ~̀jzwm��w~gcimpq~�tdwr~_ll|�q_�~mclmv_p�ldm̀t~cl~pqz�
f_̀dfndvdll|�pq~himpq~�uzmbm�nomudpr�cm�_q_i�nmomcer{qz�ldm̀t~cl~pqz�nmwrir�lm~gt�
imludnu~h�tdwr~_ll|"�cm�|igt�l_jdegqz�imludnu~|�idom~_lmbm�tdwr~_ll|��rm̀rcm~_�kdqmc~~�
idom~_lmbm�tdwr~_ll|�f_�cmnmkmbm{�iognqmbo_s~vlgt�nogk~qg~~~"�~giml_ll|�|igt�nogomcld�
cj|�rl~~dop_jzlgtk~iomnomudpmo~~"�cmf~mjgjm�cmp|bqg�~gpmigt�nmi_flgi~~�w~gcimpq~"�xm�
f̀~jzwr{qzp|�j~l~hlm�nog�fompq_ll~�m̀p|br�tdwm~_lgt�c_lgt"�r�qmh�v_p�|i�~~cmk~�kdqmcg�
cmp|b_{qz�l_hio_xgt�nmi_flgi~~�w~gcimpq~�nog�tdwr~_ll~�q~jzig�~djgigt�k_pg~~~�~t~clgt�
c_lgt��t_kd�qmkr�l_h̀~jzw�cmodvlgk�~gimogpq_ll|k�f_nomnmlm~_lgt�r�u~h�pq_qq~�kdqmc~~�}�
tdwr~_ll|�k_jgt�m̀p|b~~�c_lgt"�fmiodk_�r�nomqmimj_t�_~qdlqgs~i_u~��
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�����[����p�

9. srclguzigh�f��o��omcdjz�rl~s~im~_lmbm�nogpqom{�iognqmbo_s~vlmbm�ndodq~modll|�~lsmok_u~����
f��o��srclguzigh"�f��J��e_̀dlim����tgpqdkg�m̀om̀ig�~lsmok_u~���[� 3. [2009. [t��.	[95.

10. srclguzigh�f��o��tglqdf�k_qdk_qgvlgt�kmcdjdh�nogpqom�~�cdimcr~_ll|�~lsmok_u~��cj|�iognqmbo_s~vlgt�
pgpqdk���f��o��srclguzigh"�f��J��e_̀dlim����tgpqdkg�m̀om̀ig�~lsmok_u~���[� 2. [2009. [t��	
�[128.

� ��!$�����:�:����������&�:��"[c��q��l�"�nomsdpmo"�f_~~cr~_v�i_sdcog�f_tgpqr�~lsmok_u~��

���#�����&���:�:�����:��"[k_b~pqo�f�~lsmok_u~hlm��̀dfndig"�_pn~o_lq�i_sdcogf_tgpqr�
~lsmok_u~���E-mail: yuriy.baryshev@gmail.com.
f~llguzigh�l_u~ml_jzlgh�qdtl~vlgh�rl~~dopgqdq�

http://homes.esat.kuleuven.be/
http://eprint.iacr.org/2007/476.pdf.
https://www.cosic.esat.kuleuven.be/publications/article-1277.pdf.
http://csrc.nist.gov/publications/fips/fips180-3/fips180-
mailto:yuriy.baryshev@gmail.com.

