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1. M. 3aropyJibko

AJJAIITUBHE BAJIAHCYBAHHSA HABAHTAKEHHS B
API-THTETPAIIMHUX MIKPOCEPBICHUX CUCTEMAX HA OCHOBI
METOAIB MAHIMHHOTI'O HABYAHHA

Y cmammi Oocniosceno ma pos3e’sazaHo axmyanvbHy HAYKOB0-HPAKMUYHY Hpobiemy 3abe3nedenHs
cmabinbHo20  (QYHKYIOHYBAHHS  CYYACHUX MIKPOCEPGICHUX —CUCMEM 8 YMO8AX GUCOKOOUHAMIYHOZO,
601AMUNBLHO20 MA Yacmo Henepeobauysarnozo exionozo APl-mpaghiky. B pobomi nposedeno enubokuii
KPUMUYHUL aHAT3 QYHOAMEHMATBHUX 0OMENCEHb KIACUYHUX DeaKmuUGHUX aleopummis Oaiancysants
nasanmaoicenns, maxux six Round Robin, Weighted Round Robin ma Least Connections. O6rpynmosano, wo
207I08HUM HEOOMIKOM YUX NiOX00i6 € iXHs IHepYitiHicMb — 30amHICMb peazysamu Ha NePesanmadiCeH s Tue
nicis (akmuyno2o GUHUKHEHHS uepe ma Oecpadayii npoOYKMUeHOCMi, Wo V 6UCOKOHABAHMAICEHUX
cucmemax HeMuHyue npu3eo0ums 00 nopyuents y2o00 npo pisens nocaye (SLA) ma sunuknenHs: KACKAOHUX
8i0M08. 3aNPONOHOBAHO NPUHYUNOBO HOBY MOOENb A0ANMUBHO20 NPOAKIMUBHO20 YIPAGIIHHI Pecypcamul, sKa
iHmeepye Memoou MAWUHHO20 HAGYAHHS Olsl KOPOMKOCHPOKOB020 NPOSHO3Y8AHHS IHMEHCUBHOCH
APIl-suxnukie. Haykosa HOBU3HA OO0CNIONCEHHs NOAA2AE ) pO3poOUI Ma 6NpPOBAOI’CEHHI DEeKYPEHMHUX
netiponnux mepedxc apximexkmypu LSTM (Long Short-Term Memory), siki cneyianizosani na ioenmudgpikayii
NPUXOBAHUX HENIHIUHUX NAMEPHIE MA CKIAOHUX HYACOGUX 3ANENCHOCMeEl Yy NOMOKAX 6XIOHUX 3anumis.
Buxopucmanmns mexanizmie «eopim 3aoyeannsi» (forget gates) e apximexmypi LSTM oozeonsic moodeni
eghexmugHo GiOCi08AMU WYM MA 30CePeOIHCYBAMUCS HA SHAYYWUX 3MIHAX MPeHOi8, WO 0aE 3MO2y CUCTNeMI 3
BUCOKOI0 MOYHICIIO nepedbauamu euHukHenns xkpumuunux nasanmagicens («flash crowdsy») za 5 — 10
CeKYHO 00 ixHboi nosasu. B mexcax mamemamuiuHo2o oOIpYHMYEaHHA MOOei BUKOPUCIAHO anapam meopii
MACo8020  00CTY208Y6AHHS, AOANMOBAHUNL 00 YMO8 OUHAMIYHOI 3MIHU IHMEHCUBHOCI mpagiKy.
Cohopmynvosano yinbosy (yHKyilo MIiHIMIZaYil CyMaproi 3ampumKu, 0e KIU08UM NAPAMEMPOM SUCTHYNAE
NPOCHO3HULL  KOeiyieHm IHMEeHCUBHOCME, W0 O0036018€ 3A84ACHO KOpusysamu 6azo8i KoeghiyicHmu
mapwpymuzayii Migc 8yznamu Kiacmepa. JlemanbHo ONUCAHO apXimeKkmypy po3poOieH020 NpPOSPAMHO2O
npomomuny, wo iHmeepyemvcsi Ha pieni APl Gateway. Ilpomomun exirouae mooyiab 300py Mempux
menemempii ¢ peanvrnomy uaci (uepez Prometheus), 6ok inmerexmyanivnoeo npedukmopa ma adanmueHul
Koumponep mapwipymuzayii. Excnepumenmanvna nepegipxa npogoounacs 6 XMApHOMY Cepedosuiyi
Kubernetes i3 szacmocysannam incmpymenmis Hnasanmascysanvrhozo mecmyeanns Locust. Ha ochosi
OMPUMAHUX OAHUX 008e0eHO, WO 3aNPONOHOBAHA [HMENeKMYalbHa Modenb 3abesneuye 3Hudicenus 99-i
npoyenmuni 3ampumku (latency) na 42 % ma cmabinizayiio uacmxku NOMUIOK 3 Kooamu SXX Ha pieHi, wo He
nepesuuye 0,2 %. Oxpemy ysacy npudineno oyinyi obuuciosanrshux Hakiaonux eumpam (overhead) ua
pobomy Helpomepedceaozo Moodyas. Becmanosneno, wo dooamxosa 3ampumka y 3 — 5 mc na gopmysanns
NPOHO3Y NOBHICMIO HIBENHEMBCS 3d PAXYHOK 8I0CYMHOCMI uepe Ha 0OpoOKY 3anumis y nepioou nikoeoi
akxmusrocmi. Pe3ynomamu 0ocniodcennss niomeepoxicyioms, wo 6npo8adI’CeHHs NPOAKMUBHUX MemoOdi8 Ha
ocnogi ML € kpumuuno easxciusum O0asi nobyodosu eiomosocmivkux APl-inmezpayitinux cucmem.
3anpononosanuii nioxio 003eonse He quwe NOKpawumu sxicms obcayosysanns kopucmysauie (Q0S), a i
ONMUMIZYBAMU BUKOPUCIAHHS XMAPHOI iHppacmpykmypu, 3anobieaiouu HaOMIpHOMY BUOLIEHHIO PeCypCi8.
Chopmynvosano nepcnexmugu HOOAILUUX PO3POOOK, AKI NOAAAIOMb Y 3ACMOCY8AHHI HABUAHHA 3
niokpinnennsm (Reinforcement Learning) ois cmeopenns cucmem, wo 30amui 0o noeHoi camoopeanizayil
ma asmMoMamuyHO20 HATAUIMYEAHHS NAPAMempie OANAHCY8aHHs Oe3 yuacmi a0MIHICmpamopa, a maKkoic y
00CHI0IHCEHHT MPAHCHOPMEPHUX apXimeKmyp 015 aHanizy cemanmuynozo konmexcmy APl-3anumis.

Knrouoei cnosa. APl-inmeepayis, adanmuene 0Oanancy8anus HABAHMANCEHHS, MIKPOCEPBICHA
apximexmypa, npocHO3y8anHs Mpagixy, Mawunne Haguans, axicms obcayeosysanis (Q0S).

Beryn

Cucremu MIKpPOCEPBICHOI apXiTEeKTypH CHOTOAHI € ocHOBOIW cydyacHoi APIl-ekonomikuy,
3a0e3neuyloun THYYKICTh Ta MAacIuTabOBaHICTh CKIQJAHUX NPOTrpaMHUX pimeHb. OxHuM i3
KPUTHYHUX BUKJIHMKIB y TaKWX CHUCTEMax € YOpPaBIiHHS JUHAMIYHAM HaBaHTXCHHAM Ha
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APIl-inTerpartiiiHi By3/iM, 110 Oe3MOCepeIHbO BIUIMBAE Ha TNOKa3HWKHM 3arpumku (latency) Ta
JIOTPUMaHHS yroJ mpo piBeHb mociayr (SLA).

Tpaauuiiini miaxoau 10 OaJaHCyBaHHS HaBaHTakeHHs, Taki sk Round Robin a6o anroputmu Ha
OCHOBI KuIbKOCTI akTuBHHX 3'emHanp (Least Connections), MaiTh CYTTE€BI OOMEXKEHHS Y
BUCOKOJIMHAMIYHHUX CEpeOBHIIaX. ['OJOBHUM HEIOJIKOM KJIACHYHUX OaJaHCYBAJIBHUKIB € iXHS
peaKkTHBHA MpPHUPOJA. BOHU pPEAryloTh Ha TMEPEBAHTAXKEHHS JIMIIE IICIAS TOro, SK BOHO BXKe
BiIOyJIOCS, IO YacTO MPHU3BOAMTH [0 TUMYACOBOI Jerpajallii MpOJYKTUBHOCTI ab0 BiAMOBH
cucremu (failover).

3a TakMX yMOB BHMHHUKA€ aKTyallbHa moTpeda y CTBOPEHHI aJalTUBHUX CHCTEM, 3IaTHUX JI0
MIPOAKTHUBHOTO YIIPABIIHHSA pecypcaMH. 3 PO3BUTKOM METOMAIB MAIIMHHOTO HaBYaHHS 3 SBUIIACS
MOXUIMBICTh €()EKTHBHOTO MPOTHO3YBAHHS IMMKOBUX HABaHTa)XCHb HA OCHOBI aHAJI3y ICTOPUYHUX
nanux Tpadiky. Ha BiaMmiHy Bil CTaTHYHUX MpaBUi, MOJENI MAIIMHHOTO HAaBYaHHS J03BOJIAIOTH
BpPaxOBYBAaTH CKJIa/IHI TATEPHH MOBEIIHKA KOPUCTYBaUiB Ta YACOBY 3aJIC)KHICTh 3aIUTIB.

IlocTanoBKa mMpodaeMu

VYemimHe QyHkmionyBanHa cydacHuX ~API-iHTerpamifHuX cuUCcTeM Yy MIKpOCEpBICHOMY
CepelIOBHILl ~ KPUTHUYHO 3aJCKUTh BIA 3JaTHOCTI  1HPPACTPYKTypH  aganTyBaTucs 1O
HenependauyBaHux 3MiH Tpadiky. OCKUIBKU TpaauLiliHI METOAu OallaHCyBaHHS JEMOHCTPYIOThH
IHepIifHICTh Ta HE BPaxOBYIOTh YacOBI 3aKOHOMIPHOCTI HAaBaHTA)XCHHS, BOHM YacTO CTalOTh
MIPUYMHOIO JIerpajaliii NpoJyKTUBHOCTI a00 BIIMOB CHCTEMH IIiJ Yac Pi3KUX CIUIECKIB 3amuTiB. Lle
3YMOBIIIOE TOCTPY MOTpedy B po3poOlli MPOAKTUBHHUX IHTEIEKTYAIIbHUX MEXaHi3MIB yIpaBIiHHS,
3JIaTHUX MIPOTHO3YBATH CTaH CHCTEMH Ta 3aBYACHO ONTHUMI3YBaTH PO3IMOILT PECYPCIB.

Bukopuctanus MeTOAiB MAalIMHHOTO HAaBYaHHS, 30KpeMa PEKYPEHTHHX HEUPOHHUX MEpex,
N03BOJIsAE€ 1MEHTU(IKYBATH CKJIaJHI MATEPHU TMOBEAIHKM KOPHUCTYBauiB, SIKI 3aJUIIAIOTHCS
HEMOMITHUMH JIJISl KIITACUYHUX PEAKTHBHUX aJTOPUTMIB. TakuM YHMHOM, aKTYaJIbHICTh JTOCIIKCHHS
MOJIATa€ 'y HEOOXITHOCTI TOJOJIAaHHS PO3PUBY MK CTaTUYHMMHM METOJAaMH MaplIpyTu3aulii Ta
OUHAMIYHOIO Tpupoioto cydacHoro API-Tpadiky.

OO0’€KTOM JOCTI/DKEHHS € TIPOLIECH YIPaBIiHHSA TpadikoM Ta PO3MOAUTY OOYHCITIOBAILHUX
pecypciB y MiKpocepBiCHHUX iH(OpMaLIHHUX CHUCTEMAX.

[IpenMeToM nOCHIIPKEHHS € MOJENi Ta METOAM MAIIMHHOTO HAaBYAHHS JUIsl MPOAKTHBHOTO
OanaHCyBaHHs HaBaHTaxeHHs B APl-iHTerpamiiiHux By3iax.

AHaJi3 oCcTaHHIX JocTaiTxKeHb | myOaikanii

[Ipobnema ympaBiiHHS pecypcaMH Y pPO3MNOAUICHUX CHUCTEMaxX JOCHIIKYEThCS MPOTIrOM
JECSTUIIITh, MPOTE MEpexiJ 10 MIKPOCEPBICHOI apXITEKTypud CTBOPUB HOB1 BHMKIMKH. KitacmuHi
JITOPUTMHU OaJIaHCYBaHHS HAaBAaHTAXXEHHS JIEMOHCTPYIOTh HU3bKY €()EeKTUBHICTh B YMOBaX BHUCOKOI
BOJIATHJILHOCTI TpadiKy Ta KacKaHUX 3anuTiB. OyHAaMeHTaIbHI NaTepHU NOOYIOBU TaKUX CUCTEM
Ta iX SBOJIIOLIS BiJl MOHOJITIB 0 MIiKpOCEPBICIB JeTaibHO BHCBITIIeHI y pobotax N. Dragoni ta
C. Richardson [1]. TlutaHHA TPOEKTYBaHHS HATIMHUX PO3MOAUICHUX MapajurM s
MacIITabOBaHUX CEPBICIB TAKOXK € MPEAMETOM JociipkenHs B. Burns [2].

CyyacHi JIOCHIIHUKH AaKTHBHO BIIPOB3/DKYIOTH METOIM MAIIMHHOTO HAaBYaHHSA  JUIA
MPOTHO3YBAaHHS HaBaHTAXKCHHs, 0a3yIOUMCh Ha TCOPETHYHMX 3acanax, BukmaaeHux Z.-H. Zhou [3].
3okpema, ans ieHTu¢ikanii npuxoBaHux natepHiB B APIl-3anutax e()ekTHBHO 3aCTOCOBYIOTHCS
pPEeKypeHTHI He#poHHI Mepexi apxitektypu LSTM [4-5], koHuenmis skux Oyna 3amporoHOBaHA
S. Hochreiter ta J. Schmidhuber [6]. Oxpim ananizy YacoBuUX pSIiB, TEXHOJIOTii HEWPOHHOTO
MAIIMHHOTO TEPeKJIaay 3HaxOJATh 3acCTOCYBaHHS HaBiTh Yy aBToMmartuzauii po3poOku [13,
HATPUKJIAI, U TeHepartii COmmMIt-moBigoMIeHb.

OcobnuBa yBara MNPUAUISETbCA TNPOAKTUBHOMY MAacCHITa0yBaHHIO B KOHTEHHEPH30BaHUX
cepenoBuinax. ¥ pooori M. S. Kumar [7] 3amporoHOBaHO TEXHIKH aBTO-MacIITaOyBaHHS JJis
edge-o0uKcieHb 13 BUKOPUCTAHHAM (eaepaTHBHOrO HaBuaHHs. [l peasizailii TaKMX CKJIaJHUX
Al-nonaTkiB y po3mnofiieHuX iH(QpacTpyKTypax BUKOPUCTOBYeThCS (ppeiimBopk Ray, ommcanmii
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P. Moritz Ta cniBaBTOpamu [8].

[Topsim 13 TPOMYKTHUBHICTIO, KPUTHUYHUM acCIIEKTOM 3aJMIIA€ThCcsl Oe3meka. AHaji3 METOIIB
kpuntorpadii y XMapHuX ceperoBuinax, nposeraeHuit K. Sasikumar, migkpecitoe BaKJIHBICTh
3aXMCTY JaHMX TNpH iHTerpanii rereporeHHux cucrem [9]. Hapemiri, po3BUTOK apXiTEeKTyp Ha
ocHoBi Mexani3miB yBaru (Transformers), maemenux y mpami A. Vaswani, BigkpuBae HOBI
NEPCIIEKTUBY YIS 11I¢ TOYHIIIOTO aHaAli3y CEeMaHTHKH BXinHoro Tpadiky [10].

MerTa i 3aBJaHHA CTATTI

Metoro crarTi € po3pobOka Ta eKCliepUMEHTajlbHE OOIPYHTYBAaHHA MOJENl aJanTHUBHOTO
MPOAKTUBHOTO OanaHCyBaHHs HaBaHTaxeHHs B AP|-iHTerpamiiiHux MIiKpOCEpBICHHX CHCTEMax i3
BUKOPUCTAHHSM METOJIB MalIMHHOTO HaBYaHHS JUJIs MPOTHO3YBaHHS 1HTEHCHUBHOCTI Tpadiky Ta
3a0e3neueHHs] CTaOLIBHOCTI MOKa3HHMKIB sKkocTi obciyroByBanHst (QOS). Jlns J0CATHEHHS
MOCTaBIICHOT MEeTU C(HOPMYIILOBAHO TaKi 3aBIaHHS:

— NIpoaHalli3yBaTH KIACHUYHI PEaKTUBHI alrOpPUTMHU OalaHCYBaHHS HABAHTAXXCHHS Ta BUSIBUTH
iXHI1 0OMEXKEHHS B YMOBaX PI3KUX CIUIECKIB TpadikKy;

— oOrpyHTYyBaTH BHOIp apXiTEKTypH PEKYpEeHTHUX HEHpOHHHX Mepex (3okpema LSTM) mis
3aJ1a4i KOPOTKOCTPOKOBOT'O MIPOTHO3YBaHHS 1HTEHCUBHOCTI BX1AHUX API-BUKIIHKIB;

— pO3pOOHTH MaTeMaTHUYHy MOJIeNb aJalTHBHOTO PO3MOAULY 3alHTiB, $SKa BUKOPHCTOBYE
MIPOTHO3HI 3HAYEHHS I AMHAMIYHOTO KOPUTYBaHHS BaroBUX KOe(ili€HTIB MapIIpyTH3aIlii;

— moOynyBaTH HpoOrpaMHUN NPOTOTUIl cucTemH, iHTerpoBanuii 3 APl Gateway, ta mpoBectu
HABaHTa)XyBaJbHE TECTYBAHHsS [UIsl MOPIBHSIHHS 3alpONOHOBAHOTO MIAXOAYy 3 TpaauIiiiHUMU
METOJIaMU MacIITa0yBaHHS,

— OLIHUTU OOYMCIIIOBAJIbHI HaKJIaJHI BUTpaTu Ha poboTy ML-mpeaukTopa Ta iX BIUIMB Ha
3arajbHy 3aTPUMKY CUCTEMHU.

MartemaTH4Ha MO/ieJIb POAKTUBHOI0 KePyBaHHA TpadikoM Ta 6ajaHCyBaHHSA

B ocHOBI MpoakTUBHOTO OaJlaHCYBaHHS HABAHTA)KEHHS JIGKHUTh MaTeMaTHYHUI amapar Teopii
MacoBOro oOCIyroBYBaHHS, aJalTOBAaHUI 10 YMOB AMHAMIYHOI 3MiHUM IHTEHCHBHOCTI BXiJHOTO
APIl-tpadixy. PosrisHemo MiKpocepBiCHY CHCTEMY SIK CYKYITHICTh OOYHCIIOBAIBHUX BY3IiB N,
KOXKEH 3 SIKHX Ma€ BJIACHY NPOIYCKHY 3[aTHICTb |, 3aIIUTIB HA OJIHHULIIO Yacy.

3aranbHUM yac 3aTpUMKM OOCIYrOBYBaHHS 3amMTY Tyopq Y TaKid CHCTEMI MOXKHA
(bopmanizyBaTi sIK CyMy MepeXeBOi 3aTPUMKH, Yacy OUYiKyBaHHS B uep3i Ta 0e31mocepeIHboro yacy
BHUKOHaHHs Joriku. [inboBa GyHKIIisS MiHIMI3AIII] 3aTPUMKH Ma€ BUTIIA;

Tiotar = Thet + Z£V=1 wi (%) + Tproca 1)
mi—=4i(t)

ne: A;(t) — IHTEHCUBHICTD BXiTHOTO MOTOKY 3alUTiB 10 [-TO By3Ja y MOMeEHT vacy t; A;(t) —
BaroBuil koe(ilieHT MapLIpyTU3aLii 1Jis (-ro By3Ja.

Krnacuuni OanaHCyBadbHUKH PO3TISAAIOTH A; SK KOHCTAaHTY a00 BHMIPIOIOTH i MOCT(AKTYM.
V 3anponoHoBaHiit Mozeni BBOAUThCs napamerp A(t + At) — nporHo3oBaHa IHTEHCUBHICTb Tpadiky
Ha MailOyTHiil iHTepBan yacy At. 3ajadya ajanTHBHOIO OallaHCYBaHHs MOJSTae y 3HAXO/KEHHI
TaKuX 3HA4YCHb w?pt, mo 3a0e3MevyroTh CTablIbHICTh CHCTEMH 33 YMOBH A;<|; JUIS BCiX BY3IIB
OJTHOYACHO.

Jlist oOTpUMaHHS NMPOTHO3HOTO 3HAYEHHS A JOLUIBHO BUKOPHCTOBYBAaTH PEKYpPEHTHI HEMpOHHI
Mepexi, 30kpeMa apxitektypy LSTM (LongShort-TermMemory). Ha BiaMiHy Bil cTaHZapTHUX
RNN, LSTM 3paTtHa BUSABISATH JOBTOCTPOKOBI 3ale€KHOCTI Yy dYacoBux psaax API-3anutiB
(Hampukiaza, 1000BY YM THXKHEBY ce30HHICTh). CTaH koMipku LSTM Bu3HauyaeThCs yepe3 cUcTeMy
«BOpOTapiB» (gates), M0 PETYIIOI0TH MOTIK 1H(OPMAIIii:

fe = U(va ’ [ht—l,xt] + bf, 2)

nie by — BopoTa 3a0yBaHHsl, K1 JO3BOJIAKOTE MOJIENI BIIKU/IATH HEAKTYaJbHI 3aCTapiji NaTepHu
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Tpadiky. Lle ocobmuBo BakiMBO A iAeHTUdIKAIT KOPOTKOCTpokoBUX criieckiB («flashcrowdsy)
Ha (H)OHI HOPMAITBHOI aKTUBHOCTI.

3acrocyBaHHS Takoi Mojeni no3Boiisie  API-mumro3y 3aBU4acHO MEpepo3NONISATH  Bard
MapHipyTu3aiii «; abo 1HIIIIOBAaTH TOPU3OHTAJIbHE MAacIITaOyBaHHs IIE€ JI0 TOTO, SK pPealibHE
3HAa4YCHHS A TOCATHE KPUTHYHOTO TIOPOTY K.

APpXiTeKTypa CHCTEMU TA OMHUC eKCIIEPUMEHTY

[Iporiec  po3poOKM  ananTHBHOI CHUCTEMH OaJaHCYBaHHS ImepeadadaB  MPOEKTYBAHHS
0araTopiBHEBOI apXiTEKTYpH, 3/IaTHOI IHTETPyBAaTUCS B Cy4acHI XMapHi MiKpOCEPBICHI CEpEIOBHUIIIA.
OCHOBHUM KOHIENTYaJIbHUM DIOICHHSM CTAJI0 BIPOBA/KCHHS IHTEIEKTYaJbHOTO MPEIUKTOPa B
po3puB Mix 3oBHIIHIM APl-nurozom (APl Gateway) Ta BHYTPIIIHBOIO MEPEXKEI CEpBICIB.
3anpornoHoBaHa apxiTeKTypa 0a3yeTbcs Ha HUKIIYHOMY 300pi METPHK TeJIeMEeTpii, IO JO03BOJISE
CHCTEeMi IOCTIHHO aanTyBaTH CTPATEril0 MapHIPyTH3aLii 0 IOTOYHOTO KOHTEKCTY HaBaHTA)KECHHS.
KitouoBUM €IeMEHTOM CHUCTEMHU € MOJIYyJh aHalli3y YacOBHX PsiIiB, SKHH 0O0poOJise maHi mpo
inTeHcuBHICTh 3anmuTiB (RPS) Ta yac Biamosiai By3miB. Ha OCHOBI HUX JaHUX MOJEIb MAIIMHHOTO
HaBYaHHS T'€HEpye KOPOTKOCTPOKOBHUH IPOTHO3, SIKWI MEPENaEThCsl 0 aITOPUTMY JAWHAMIYHOTO
pO3MOJIiTy Bar, MO J03BOJIAE IHIMIIOBATH MacIiTa0yBaHHs abo mepepo3mnoail Tpadiky Ime 10
MOMEHTY KPUTUYHOTO TIEPEBAHTAKEHHS Yepr.

CtpyKTypHa cxeMa B3a€MO/Iii KOMIIOHEHTIB CHCTEMHU HaBeJeHa Ha puc. 1., mo BigoOpaxae mursax
MPOXO/DKEHHS 3alUTy BiJl KOPUCTyBada uYepe3 aJanTUBHHUHA OaJaHCyBaJbHUK JIO KIHIIEBUX
eK3eMILISIPIB MIKPOCEPBICIB, @ TAKOXK 3BOPOTHHIA 3B'I30K uepe3 CUCTeMy MOHITOpuHTY Prometheus.

Service Instance 1

APl Gateway Adaptive E .
—Request (Adaptive Load Balancer) Routlng_)" Service Instance 2

User / Client A g :

! Service Instance N

Weight Updates / H
Proactive Scaling U i

Log / Metrics

ML Predictor

(LSTM / Time- |€«——Historical Data Metrics Collector
series) (Prometheus /

Telemetry)

Puc. 1. Anroput™ 3aXHIIEHOTO OOMiHY JTaHUMU

Jlnst mepeBipku e(eKTUBHOCTI po3poOieHoi Mojeni 0ysI0 MPOBEIEHO Cepil0 HaBaHTaXKyBaJIbHUX
BUNIPOOYBaHb y KOHTPOJILOBAaHOMY cepenoBuiil kiactepa Kubernetes. ExcriepuMeHTanbHIi CTEH/T
CKJIQJIaBCsl 3 JICKUJIBKOX 130JIbOBAaHUX KOHTeiHepiB Docker, mio imityBanu poOOTy THIIOBOTO
APl-cepBicy 3 pi3HHM CTyneHeM OOYHCIIOBAIbHOI CKJIAQIHOCTI 3anuTiB. HaBuaHHS NPOrHO3HOL
monen LSTM 3nificHroBasiocst Ha Habopi gaHuX, 3i0paHomMy mpoTtsaroM 48 roanH poOOTH peabHOT
APIl-cuctemu, 110 103BOJIMIIO BpaxyBaTH MPHUPOAHY JT000BY LHUKIIYHICTH Tpadiky. K iHCTpyMEHT
reHepauii HaBaHTaXeHHs Oyno oOpaHo LOCUSt, 1m0 703BONMIO MOAETIOBATH Pi3HI CIeHapii
MOBE/IIHKYA KOPUCTYBAUiB: BiJl CTAOLILHOTO MOTOKY 3aIMTIB JI0 panToBHX MikoBuX cruieckiB («flash
crowdsy). Y xoji eKCriepruMeHTyY (GiKCYBAIUCS KITFOYOBI TOKa3HUKH SIKOCTI 00ciyroByBanHs (Q0S),
Taki K cepeans Ta 99-Ta NPOLEHTUIIb 3aTPUMKH, A TAKOXK YaCTKa MOMMUJIOK 3 KOJaMHU SXX.

[Tapamerpu cepenoBuma Ta KOH]Iryparii By3/IiB, BHKOPHCTAaHI IIiJi Yac TECTyBaHHS,
Haykogi npanii BHTY, 2026, Nel 4
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cucremarnzoBaHo y tabnuni 1. Ile no3Bonse 3a6e3meynTy BiATBOPIOBAHICTD PE3YNIbTATIB Ta YITKO
PO3MEKYBATH PECYPCH, BUILICHI 111 MPEAUKTOPA Ta MIJIbOBUX CEPBICIB.
Tabmuns 1

API| XapakTepucTHKHU eKCIIEPHMEHTATBHOTO cepe10BHINA

ITapameTp Omnuc
[Tnatdopma opkecTparii Kubernetes (Minikube)
v1.30
Kinbkicts By3niB API 3 ex3zemmsipu (Pods)
Kongirypauis CPU/RAM 0.5 Core /512 MB
HaBY30J1
ITpoTokoun 3B's13Ky HTTP/2 (gQRPC / REST)
Biomioreka ML Tensor Flow 2.15 (LSTM
architecture)
ITapametp Omnmc
[nargpopma opkectpariii Kubernetes (Minikube)
v1.30
KinskicteBysiis API 3 exsemmuisipu (Pods)
Kongirypauis CPU/RAM 0.5 Core /512 MB
HaBY30JI

[Tix yac excriepuMeHTy MPHIUICHO BUMIpIOBaHHIO HakiaaHux Butpar (overhead), siki cTBoproe
caM MOJyJb IporHozyBaHHs. OcCKiTbkH BHpoBakeHHsS ML-Mozaeni y nmaHIfor oOpoOKH 3aruTiB
MOXeE 30UIBIIMTH 3arajibHy 3aTPUMKY, OyJI0O TPOBEJCHO OKpEME TECTyBaHHs dYacy poOoTu
MPEIUKTOPA, 00 MEPEKOHATHUCS, 1[0 BUTPAII BiJI IPOAKTHBHOTO OAJTAHCYBAaHHS 3HAYHO MEPEBUIIYE
BUTpPATH Ha O0YHCIICHHS TIPOTHO3Y.

Pe3yabTaTu gociaigxeHHs

AmHamiz  pe3ynabTaTiB  MPOBEACHOTO  EKCIIEPHUMEHTY JO3BOJHMB OIHUTH €(EKTUBHICTH
3aIPONOHOBAHOI MOJIETI aJaTHBHOTO OalaHCyBaHHS MOPIBHSHO 3 KIACHYHKUM anroputMom Round
Robin ta cranmapTHumM MexaHi3mom peaktuBHOro MacmtaOyBanus (Horizontal Pod Autoscaler).
OCHOBHMM KpHUTEpIEM OLIHKH BHUCTyMana 3JaTHICTb CHCTEMHU MiATPUMYBATH CTaOIIbHUI dac
BiamoBiai (latency) mpu pantoBux cruleckax HaBaHTaxeHHs. OTpHMaHi JaHi CBiI4aTh, IO
BUKOPUCTaHHS MPOAKTUBHOIO MPOrHO3yBaHHSA Ha ocHOBI LSTM-mozeni no3Boisie iieHTudikyBaTu
TEHJICHITIIO JI0 IMepeBaHTaxkeHHs 3a 5 — 10 cekyH]1 10 TOCSATHEHHS KPUTHYHOI MEXi, 10 3abe3mneuye
3aBYaCHUI Mepepo3MO/IiI Bar MapLIpyTHU3allii MiX By3JaMHu KacTepa.

3okpema, y cuenapii «Flash Crowd» (piske 3pocranns RPS) 3ampornonoBanuii MeTON
IIPOJIEMOHCTPYBAB 3HaYHY CTaOUIbHICTE: 99-Ta MPOLEHTUIIL 3aTPUMKHU Oyia Ha 42 % HIKYOI0, HIXK
Yy pEaKTHUBHUX CHCTEM, fKI MOTpeOyBaJid dacy Ha IHIIIaNmi3aIlil0 HOBHX pecypciB. [eranbHi
MOPIBHSIBbHI MMOKa3HUKH SIKOCTI 00CIyrOBYBaHHS AJIsl PI3HUX CTpaTeriil OanaHcyBaHHs 3a(iKCOBaHO
y 1abn. 1. Cmig 3a3HauuTH, 1O Xo4ya BIpoBa/pkeHHS ML-MOmynst cTBOprOE€ OAATKOBI HAKJIAIHI
o0uYMCITIOBaJIbHI BUTpPAaTH, BOHU HE MEPEBHUILYIOTh 3 — 5 MC Ha OAMH 3alMT, IO MOBHICTIO
HIBEJIIOETHCS CYTTEBUM 3HMKEHHSIM 4acy OUlKYBAaHHS 3allMTIB Y ueprax Ha oOpoOKy.

Taomuus 2

IHopiBHsILHA XapaKTepucTHKA e)eKTUBHOCTI cTpaTeriii 0ajnaHcyBaHHA

IMoka3HuK eheKTHUBHOCTI Round Robin Rule-based Scaling
CepenHs 3aTpuUMKa 345 215
(Latency), mc
99-Ta poNEeHTHIIH 890 540
3aTPUMKH, MC
KoedimienT mommimok 5xXx, 6.2 1.4
%
3aBantaxenus CPU 88 76
BYy3I1iB, %
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Ha puc. 2 naBenmeHo rpadik AuHAMIKA 3MIHM Yacy BIJNOBiAI CHUCTEMH IIiJ 4ac IiKOBOTO
HaBaHTAXXCHHS, IO BimoOpaskae auHaMiKy dvacy Bignosimi (latency) mis Tpwox crparerii
OanmancyBanns. ['padik moOyqoBaHO Ha OCHOBI JaHUX Bamioi TaOJMIN, € BPaxOBaHO IMIKOBI
sarpuMkn (890 mc mns Round Robin, 540 mc mis Rule-based ta 210 mc mms ML-Adaptive) Ta
[IPOAKTUBHY MPUPOJY IHTEICKTYAILHOTO aJITOPUTMY.

Service Instance 1

API Gateway Adaptive E q
Request)—){ (Adaptive Load Balancer) Routing —)E Sl R EE 2

User / Client A
Service Instance N

Weight Updates /
Proactive Scaling

Log / Metrics

ML Predictor

(LSTM / Time- «———Historical Dat: Metrics Collect
series) (Prometheus /

Telemetry)

Puc. 2. lunamika vacy Bixnosizi (latency)

Bizyamizamiss pe3yibpTaTiB MiATBEPIKYE, MO aJanTHBHA MOJAETh ©()EKTHBHO 3TIIAKYE IIKA
3aTPUMOK, 3amoOiraroud KackaJHMM BIJIMOBaM MiKpocepBiciB. 3a cTabiIbHOTO (OHOBOTO
HABaHTAXXCHHS PE3yJbTaTH BCIX METOJIB € TPUOJIU3HO OJHAKOBUMH, IMPOTE TPU TEPEXOji [0
IMHAMIYHUX PEXHUMIB IlepeBara iHTEJIeKTYaJIbHOTO MiJXOAy CTae BU3HavaiabHOMO. Lle mo3Bosse
CTBEpKYBaTH, IO IHTErpallis METOAIB MalIMHHOIO HaB4aHHA Oe3nocepenHbo B APIl-muto3u €
BUIIPABIAHOIO JIJIs1 BACOKOHABAHTAXKEHUX CUCTEM 13 CYyBOPUMH BHUMOTaMu 10 SLA.

JlogatkoBo OyJj0 OIIIHEHO TOYHICTh MPOTHO3YBAaHHS IHTEHCHUBHOCTI Tpadiky 3a JOIOMOTOO
Merpuk RMSE ta MAE. Jlns TecToBoi BUOipKu cepenHs abCcoI0THA MOMIIIKA cKiania MeHie 4 %,
10 € JOCTAaTHIM PIBHEM TOYHOCTI Ui MPUHHATTS PILIeHb MPO Mepepo3noain pecypciB. Takum
YMHOM, €KCIIEPUMEHTAIFHO JIOBEJCHO, IO 3alpONOHOBaHA apXiTeKTypa 3ale3redye BHILY
xuBydicTh APl-iHTerpaniifHux cucTeM B yMOBax HeCTaOlIbHOIO BXiJHOT'O IIOTOKY 3aIHTIB.

BucnoBku

VY pe3ynbTaTi MPOBENEHOTO OCTIKEHHS PO3B’SI3aHO BAXIIMBY HAYKOBO-TIPAKTUYHY 33134y
HiABUILEHHS CTAOUTBHOCTI (YHKIIOHYBaHHS MIKPOCEPBICHUX CHUCTEM ILUIAXOM PO3pOOKH MOJEINi
aJanTHBHOTO OajaHCyBaHHS HaBAaHTAKEHHS Ha OCHOBI METOMIB MAIIMHHOTO HaBYaHHS.
ITpoBenenuil aHami3 NpoJEMOHCTPYBaB, IO TPATULIIMHI PEaKTHBHI aJrOPUTMHU OalaHCYBaHHS He
3naTHi 3a0e3neunTH HEeoOXigHMN piBeHb sKocTi oOciayroByBanHs (QOS) B ymoBax pamToBHX
crieckiB - APl-Tpadiky uepe3 mnpuTamaHHy iM 1HEpUiMHICTh. 3anpoNOHOBaHMN mepexiJ [0
MIPOAKTUBHOTO KEPYBaHHS J03BOJUB CHCTEMI 1AEHTU(]IKYBAaTH 3arpo3M NEPEBAHTAXKEHHS IIE JI0
MOMEHTY X (PI3MYHOTO0 BUHUKHEHHS.

ExcnepumenTanbHa mepeBipka po3poOJEHOTO TPOTOTHITY, PEai30BAHOTO 3 BUKOPHUCTAHHSIM
PEKYpeHTHUX HEHpOHHHX Mepex apxitektypu LSTM, miarBepanmna BHCOKY e(eKTUBHICTD
npeUKTUBHOTO Tiaxoay. [lopiBHsHO 3 kinacuuHuM anroputMoM Round Robin ta cranmapTHuME
3aco0aMM pEaKTHUBHOTO MaciTaOyBaHHS, 3allpOIOHOBaHAa MOJENb 3a0e3Meunia  3HWKCHHS
CepeHBOTO0 Yacy 3aTpuUMKH Ha 42 % Ta 3MEHIICHHS KUTBKOCTI MMOMIJIOK THITY SXX JI0 MiHIMaJIbHHUX
nokasHukiB (0,2 %). Ile minTBep/Kye IOUUNBHICT IHTErpaimii iHTEJIEKTyaJbHUX MOJIYJIB
oe3nocepenubo B API-1I11031 BUCOKOHABAHTAKEHUX CHUCTEM.
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BaxnuBuM  pe3ynpTaroM poOOTH € TakoXX OOIPYHTYBAaHHS BUKOPHUCTAHHS XMapHHUX
obuncIOBaIbHUX — pecypciB, 3okpema miardgopmu  Google Colaboratory Tta rpadiunnx
npuckoproBauiB NVIDIA A100, ayis onepaTHBHOTO HaBYAHHS Ta Balijallii MPOTHO3ZHUX MOJEICH.
JloBenieHo, 110 HaKJIaHI BUTPATH HA OOYMCIICHHS IPOTHO3IB € HE3HAYHUMH MOPIBHSIHO 3 BUIPAIIEM
y TPOAYKTUBHOCTI, SKUH OTPHUMYE CHUCTEMa 3aBISKHA BIJCYTHOCTI 4Yepr y MOMEHTH IIKOBHUX
HaBAHTAKCHb.

[lepcnekTHBM TOAANBIIMX JOCHIKEHb Yy I[bOMY HAaNpsMi MOJATAIOTh Yy PO3LIMPEHHI
(GYHKIIOHATPHUX ~ MOJMJIMBOCTEH MOAENI MUIIXOM BIPOBA/DKCHHS METOJIB HABYaHHA 3
nigkpimennsm (Reinforcement Learning). Lle 1o3BonuTh crcTeMi HE JHINE MPOrHO3yBaTH Tpadik,
a i caMOCTIHO ONTHMI3yBaTH CTpaTerii MapmIpyTH3alii B peKUMi PEIFHOTO Yacy, aJanTylo4yrch
70 crienu(igHuX 0COOIMBOCTEN KOXKHOTO OKPEMOTo MIKpocepBicy 6e3 BTpydaHHs aJMiHICTpaTopa.
Takox aKTyaJbHUM € JIOCIIDKEHHSI MOKJIMBOCTI 3aCTOCYBaHHS TPaHC(HOPMEPHUX apXIiTEKTyp Ui
aHamizy cemaHTuku APIl-3anmuTiB 3 METOI0 1€ TOYHINIOrO NPOTHO3YBAaHHS HEOOXITHHX
00YHNCITIOBAIBHUX PECYPCIB.
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